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Abstract

The Fifth-Generation (5G) cellular communication networks are nowadays being deployed on
applications that go beyond mobile phone devices, including vehicular networks and industry
automation, for instance. Despite their increasing popularity, G networks, as defined by the
Third Generation Partnership Project (3GPP), have been shown to be vulnerable against Fake
Base Station (FBS) attacks. An adversary carrying outan FBS attack emulates a target legitimate
base station by setting up a rogue base station, which is assumed to have the same capabilities as
the legitimate base stations. This enables the adversary to control the connection of any user
equipment that (inadvertently) connects with the rogue base station. As a consequence of a
successful FBS attack, the adversary not only can gather sensitive information belonging to the
user, but also affect the reliability of the network itself.

Despite there is a large body of work focused on the development of tools to detect FBSs,
these solutions do not actually prevent the FBS attack success, as they do not address the vul-
nerability cause of such an attack. Therefore, the user equipment will continue to remain vul-
nerable to an FBS attack. On the other hand, solutions in the literature that are specifically
designed to address the FBS attack majorly consist on protecting the broadcast messages trans-
mitted by the base stations. This can be achieved through integrity protection or digital signa-
ture mechanisms. However, solutions following these two approaches can be made ineffective,
and may lead to a possible increase of manufacturing costs.

In this thesis, we present BARON, a new base station authentication methodology to en-
able the user equipment to determine whether a target base station that it is connecting to is
legitimate or rogue. BARON accomplishes its objective by ensuring that the user receives an zx-
thentication token from the target base station which can be computed only by a legitimate and
trusted entity. As a consequence, receiving such an authentication token from a base station
ensures its legitimacy. BARON does not require any additional infrastructure for its deploy-
ment, making it being fully backward compatible with the current standard §G networks. We
evaluate BARON through extensive experiments on the handover process between base stations
in 5G networks. Our experimental results show that BARON introduces an overhead of less
than 1% during handover completion, which is 10000 x lower than the overhead reported by a
state-of-the-art solution, making its adoption practical. BARON is also effective in thwarting
an FBS attack and quickly recovering connection to a legitimate base station.
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Introduction

The increased demand for services on mobile devices that require high throughput and low la-
tency (e.g., video calling) has guided the rapid evolution of cellular networks. The current state-
of-the-art in cellular communications is the Fifth Generation (5G) technology [2], which pro-
vides a significantly improved throughput over previous technologies, such as the Fourth Gen-
eration Long-Term Evolution (4G-LTE). From the physical layer perspective, the 5G technol-
ogy employs also the millimeter-wave (mmWave) spectrum. While on one side this increases the
available bandwidth and reduce the transmission latency, on the other, the mmWave spectrum
offers a lower penetration ability compared to frequencies already in use, and consequently, it
offers a shorter transmission range. As a result, §G networks require a more dense Base Station
(BS) deployment [3].

Although many countries have already deployed functioning sG networks, the technology
is still under continuous development in order to meet higher standards for performance and
security. Besides, in recent years the cellular communication technologies are not only confined
for mobile communication purposes anymore, rather they have also been increasingly adopted
in other fields of applications such as vehicular networks [4], real-time medical procedures [s]
and industrial automation [6, 7]. These new applications, however, may create novel and addi-
tional attack surfaces vulnerable to exploitation by an adversary [8]. Therefore, it is essential to
develop solutions for cellular communications that can ensure high levels of security, confiden-
tiality, and reliability before they become ubiquitous in other applications. Furthermore, due

to the ultra-low transmission latency requirement in §G networks, security solutions must be



efficient so to introduce minimum computational and time overhead.

Mobility management is one of the most critical aspects of cellular communications [9], as
it deals with moving users ensuring the stability of their connection and access to services. It
refers to the set of all those procedures that are needed to manage the cellular service for users
that move from one location to another. Such a connection handling is implemented through
a set of protocols used to signal the movement of the user between nodes of the network [9].
Specifically, the handover procedure ensures that users’ mobile devices have the ability to switch
between BSs with (almost) no interruption in the connection and service [10]. Although the
dense BS deployment in 5G networks allows to reduce transmission times between the BSs and
users, it also results in more frequent handovers compared to previous communication tech-
nologies, including 4G-LTE. Consequently, ensuring the security and efficiency of the han-
dover procedure must be a major concern for developers and researchers in order to meet the

desired maturity of the technology.

Ever since the introduction of the first standard for cellular networks, the technology has
been shown to be vulnerable to Fake Base Station (FBS) attacks [11]. An adversary carrying out
an FBS attack sets up a rogue Base Station (rBS) that emulates a legitimate BS. This can deceive
a User Equipment (UE) (e.g., mobile phone) into connecting with the rBS, while believing it to
be legitimate. Following connection with the rBS, the UE does not have the ability to restore
connection to a genuine BS without rebooting the device or going out of the transmission range
of the rBS. As a result of a successful FBS attack, the adversary controls the user connection
and might use this as a first-step towards carrying out more severe attacks, including Denial-of-
Service (DoS), Man-in-the-Middle (MitM), and bidding-down [11, 12] attacks, thus affecting
the reliability of the network [13].

Despite awareness of the vulnerability described above, defenses against FBS attacks have
primarily focused on mechanisms and tools to detect FBSs [12]. These, however, do not im-
pede an adversary from successfully carrying out an FBS attack as they do not prevent the UE
from connecting to the rBS, neither allow the UE to detect online the non-legitimacy of the
BS it is connecting to. In fact, FBS detection mechanisms use and correlate the collected data
from the network to detect possible inconsistencies due to the presence of rBSs. Such an analy-
sis is carried out offline, meaning that is not part of the mobility management framework and
does not apply during connection to a BS or before/during handover. For what concerns solu-
tions that are specifically designed to address the FBS attack vulnerability, the most common
approach consists on protecting the broadcast messages that are transmitted by the BSs. These

messages contain specific information related to the transmitting BS, and are eventually used



by the UEs to connect with the BS. Protecting these broadcast messages can be achieved by
implementing message integrity protection or digital signature schemes. The latter approach
represents, at present, the state-of-the-art defence approach against FBS attacks. In a sequence
of research papers, authors of [12, 14] propose two digital signature-based mechanisms to pro-
tect messages broadcast by BSs. Results in [12], in particular, manage to reduce the introduced
computation overhead up to 31% compared to other related works ([14, 15, 16]) that make use
of asymmetric cryptography. However, both proposals in [12, 14] may be vulnerable to replay
attacks, making them ineffective and preventing their deployment. Besides, they also require
to introduce a Public Key Infrastructure (PKI) or a similar entity in the core network for key
management, which may result in increased manufacturing and set-up costs.

The severe impact that FBS attacks may have in a scenario with frequent handovers due to
dense BS deployment, the lack of an extensive research in solutions specifically designed to ad-
dress such an attack vulnerability, as well as the possible issues related to replay attacks vulnera-
bility and manufacturing costs for the state-of-the-art approach, are all motivations that moved
us to design a new defence mechanism following a different approach. Hence, in this thesis we
present BARON', a new BS authentication methodology for secure initial access and handover
in G networks specifically designed to defend against FBS attacks. BARON enables the UE to
(i) determine whether the BS it is connecting to is legitimate or not, and (ii) efficiently recover
a legitimate connection when subject to an FBS attack. We carry out extensive experiments to
evaluate the performance of BARON in terms of time overhead introduced during handover,
and efliciency in recovering a legitimate connection in case of an FBS attack. Our experiments
reveal that the additional overhead induced by BARON is less than 1% of the total time re-
quired for handover completion, and is 10000 x lower than the additional overhead reported
recently in [12]. Further, during an FBS attack, BARON is able to effectively recover connec-
tion to a legitimate BS in a time that is of the same order of magnitude as the time required for
handover completion.

The rest of this thesis is organized as follows. Chapter 2 gives background on those aspects of
5G networks that are necessary for a complete understanding of the FBS attack and BARON
frameworks. Chapter 3 defines the threat model considered, and describes the steps through
which an FBS attack develops. Chapter 4 presents the details of BARON, also giving a formal
proof of its security against the considered adversary model. Chapter s provides the details
of the setup of our experiments, and presents the corresponding results. Chapter 6 discusses

more in detail the related works, and Chapter 7 concludes the thesis.

'"BARON: Base-station Authentication thRough cOre Network






s G Networks Background

In this chapter, we provide the necessary background for a complete understanding of the FBS
attack and BARON authentication logic. We will then present the architecture and the main
components of §G networks as defined by the Third Generation Partnership Project (3GPP), a
collaboration between multiple telecommunications standards organizations that develop and
maintain standards for mobile telecommunications. Afterwards, we discuss how the current
G standard provides security in the communications. Then, we introduce the key concepts
for the Random Access Channel (R ACH) procedure, which allows the UE and BSs to agree on
the physical parameters of the transmission to begin the effective communication. Finally, we

provide an overview of the initial access and the different possibilities for the handover process.

2.1 5G NETWORK ARCHITECTURE

Standard 5 G networks, as defined by the 3 GPP, consist of multiple entities with dedicated func-
tions and hierarchically organized. Entities of upper layers provide then functions and services
for entities located in the lower layers, and vice-versa [17]. We can identify two main blocks

that compose a §G network:

* Radio Access Network (RAN). This is the part of a G network responsible for con-
necting the UE to the core network through BSs using a wireless interface. The RAN

also comprises of other secondary components such as antennas or equipment to man-



age the radio frequency signals [17, 18]. The RAN is a critical component of 5G net-
works, both from the functional and security point of view, as it provides the wireless

communication and ultra-low latency with high-speed data rates.

* Core Network (CN). The CN comprises of all entities excluding the RAN, and it is
responsible for data and connection management [17]. The CN provides security and
storage services, as well as advanced applications such as multimedia streaming and aug-
mented reality. As the CN infrastructure of a 5G network is designed for being scal-
able, it is usually defined thanks to a Network Function Virtualization (NFV) interface,
meaning that the architecture and many functions of the network can be software imple-
mented and defined [19]. Such a network design approach allows to adapt the network
topology and resources according to the current needs, while at the same time it also

simplifies the introduction of new services [19].

Fig. 2.1 shows an example of a simplified 3GPP 5G network architecture, with the main

entities involved. In what follows, we describe the roles and functions of these major entities [1,

17, 20]:

* User Equipment (UE). The UE refers to the device used by the end-users in order to
access the services that are provided by the network. The UE may be a smartphone or an
Internet-of-Things (IoT) device with a mobile broadband chip conforming to the sG
Standard.

The UE is provided with an integrated module consisting of the Universal Subscriber
Identity Module (USIM) associated to a 1 5-digit unique Subscriber Permanent Identi-
fier (SUPI). The latter is used for authentication of the UE when it initiates a connec-
tion with the CN. The USIM stores the security keys (symmetric and asymmetric) for

authentication and encryption, used to protect communications.

* Base Station (BS). A BS, technically called as ¢/NB in the 5G context, is responsible for
establishing and maintaining wireless communications with the UEs and connect them
to the CN. As shown in Fig. 2.1, each BS covers a certain area within its range. Ranges
of two neighboring BSs may overlap with each other. A handover procedure will be
required when the UE moves out of the range of one BS and falls within the range of
another one. A BS communicates with entities in the CN through a secure channel, ze.,
authenticated and encrypted, using the “Nz interface”. Besides, BSs may also directly

communicate with each other using a secure “Xn interface”.
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Figure 2.1: Example of simplified 3GPP 5G Network architecture.

The BSs broadcast the Master Information Block (MIB) and Secondary Information
Block (SIB) messages multiple times a second. These special messages, often referred
as beacons, contain the information needed to the UE:s to facilitate the access to the BS
itself. The MIB message contains the cell Identifier (ID), the Physical Cell Identity (PCI)
and the System Frame Number (SFN). This information is used to identify the specific
BS. The SIB messages contain information both related to the physical properties of the

signal (z.e. frequency and time-stamp), and to mobility management purposes.

* Access and Mobility Function (AMF). The AMF is primarily responsible for mobil-

ity, location, connection and session, and security context management. Besides, it is



responsible to enforce the policy related to the network resources usage and quality of
service maintenance.

As shown in Fig. 2, the AMF controls a set of neighboring BSs. The AMF can commu-
nicate with neighbouring AMFs and other CN entities.

* Security Anchor Function (SEAF). The SEAF is usually located next to the AMF and
acts as a proxy by offering security services. In particular, it is dedicated to ensure se-
cure connections with external networks by enforcing access control and data filtering

procedures defined according to the security policies.

* Unified Data Management (UDM). The UDM is responsible for the access rights and
authorization functions, thus it manages the process of user initial registration to the
network. The UDM also plays a role in the manage of the policy and actions to enforce

for maintaining the target quality of service.

* Authentication Server Function (AUSF). The AUSF provides authentication and se-
curity support for sG services. Thus, it is responsible to manage the encryption keys

used for secure communications between the UEs and entities of the network.

To simplify the notation, we will now refer to the SEAF, UDM, and AUSF as a single entity
called CN. We have chosen not to include the AMF in this aggregation due to its central role
in the development of BARON.

2.2 SECURING COMMUNICATIONS IN §G NETWORKS

We can use encryption and authentication mechanisms to protect messages exchanged between
entities in the G network in order to achieve secure communication [1]. The 3 GPP standard
for sG networks defines the Authentication & Key Agreement (AKA) protocol, and the Ex-
tensible Authentication Protocol - AKA (EAP-AKA). These two protocols follow a challenge-
response procedure between the UE and the CN, and define a set of security procedures to

provide [1, 20]:

* Mutual authentication between the UE and entities of the serving network;

* Message integrity and confidentiality;



* Computation of security parameters that will be used for subsequent procedures (e.g.,

horizontal/vertical key derivation).

Starting from a (symmetric) master key shared between the UDM and the USIM, the UE
goes through a set of challenge-response authentication and hierarchical key derivation pro-
cesses. Upon completion of the AKA (or EAP-AKA) protocol, the UE builds a chain of trust
with the serving network, and derives one or more keys for each entity in the CN, and for the
current serving Base Station (sBS). The set of secret keys, security parameters, and employed

encryption and authentication algorithms define the UE security context.

Thanks to the AKA and EAP-AKA procedures, it is possible to open multiple security con-
texts with just a single authentication procedure, thus allowing for movement from 3GPP
networks to non-3GPP networks without the need to go through a new authentication pro-
cess [20]. The overall authentication process can be divided into two phases [1, 20, 21]: Ini-

tialization and User Identification, and the proper s G-AKA Protocol.

2.2.1 INITIALIZATION AND USER IDENTIFICATION

As previously mentioned, the USIM stores the cryptographic keys for encryption and authen-
tication purposes. In particular, the two most relevant keys are the PK ¢y, which is the public
asymmetric key of the serving network, and K¢, a long-term symmetric key used as shared se-
cret between the UE and CN. Besides, a sequence number SQNis stored to provide freshness
for the exchanged messages [1, 21]. The CN, in turn, stores the same information associated
with the SUPI of the UE.

The initialization protocol aims to identify the UE in order define which security primitives
adopt for the authentication process. Once the serving network triggers authentication ini-
tialization, the UE sends a message containing the Subscription Concealed Identifier (SUCI)
together with the identifier of the network /D¢y. The SUCI is the encrypted version of the
SUP], and is derived via asymmetric encryption by using PK¢n [1, 21]. The SUCT has security
and privacy purposes, in order to avoid transmitting the SUPI in the clear, which in fact may
lead to impersonation and location tracking threats. Upon reception of the message, the CN
retrieves the SUPI that identifies the subscriber and its corresponding security parameters, thus

chooses an authentication method, namely the AKA or EAP-AKA protocol.



2.2.2 THE sG-AKA ProTOCOL

The AKA and EAP-AKA protocols are very similar to each other: they rely on the same challenge-
response mechanisms and have the same usage of the secret keys. The main difference be-
tween the two is their flow and the key derivation functions, which have minor differences [21].
Therefore, we will only introduce the main aspects of the AKA protocol only. More detailed
information about the specific implementations and flow of the two protocols can be found
in the “3GPP Technical Specification for Security Architecture and Procedure” [1]. In the fol-
lowing chapters, we will assume the AKA protocol being completely secure, since providing
proof of its security is out of the scope of this work.

Upon authentication request, the UDM generates an Authentication Vector (AV) defined

as:

AVUDM = (R,XRES*,SUC[,AUTM KSAUF) y

where:

* Risarandom number that represents the challenge to the UE;

XRES™" is the expected response to the challenge;

* AUTN = (C,MAC), where C is an encrypted version of SQN, and MAC (Message
Authentication Code) is computed from a one-way keyed cryptographic hash function

receiving as input the concatenation of R and the counter SQN;

* K usr is asecret key directly computed by the UDM itself, and used for the secure chan-

nel that will be eventually established.

The UDM transmits the A Vypar to the AUSF, which stores the XRES™ and K 4/srassociated

with the SUCI received. The AUSF builds, in turn, a new authentication vector:
A VAUSF - (R, HXRES*,AUT]\[) 5

and forwards it to the SEAF. The HXRES" is the hash value computed from XRES* using the
SHA-256 hashing algorithm [1]. Besides, the AUSF computes the key K47 from K 5. The
SEAF will then forward to the UE the following authentication vector:

AVspar = (R, AUTN, ngKSI) |

I0



where 7gKST is a security parameter used to derive K 4547 for secure communication between
the UE and the AMF in case of successful authentication. Upon reception of the authentica-
tion vector, the UE verifies the AUTN value and checks for message freshness. In case of posi-
tive verification, the UE computes the keys K 457 and K45, and the challenge response RES™.
The UE returns the challenge response back to the SEAF, which in turn computes HRES™ and
compares it to HXRES". In case the two values match, the SEAF considers the authentication
as successful, and forwards the challenge response RES* to the AUSF. This latter verifies in
turn the received value: it compares RES* with the XRES* previously stored, and considers
the authentication successtul if the two values are the same. At this point, the AUSF first in-
form the UDM about successful authentication, then transmits the K¢z, to the SEAF. This

key becomes then the anchor key from which to compute the K47 [1, 21].
The overall AKA procedure proceeds according to the following steps (Fig. 2.2):

5G-AKA protocol (Fig. 2.2):

(1) UE — SEAF: (SUCI, IDcy)

» SUCI=4Ep,, (SUPI) | AE,(-) = asymmetric encryption, key &
* [Deny = CN identifier

(2) SEAF — AUSF: (UE_Authentication_Request, SUCI)
@ AUSF — UDM: (UE_Authentication_Request, SUCI)
(» UDM:

* SUPI = AEp (SUCI) | PRKcy = private asymmetric key, AE;" (-) =

asymmetric decryption, key £

¢ Authentication method selection
(5) UDM — AUSE: AVypys = (R, XRES*, SUCI, AUTN, K yu;57)

¢ R =random number
* XRES" = challenge expected response
* AUTN = (C,MAC) | C =encryption of SON, MAC = Message Authenti-

cation Code

II



* K usr = secret key
@ AUSF: computes Kz 4r from K ysr
(7) AUSF — SEAF: AV 457 = (R, HXRES*, AUTN)
* HXRES* = SHA-256 (XRES*)
SEAF — UE: A Vspyr = (R, AUTN, ngKSI)
* ngKSI = security parameter for computation of K4/
@ UE: verifies AUTN, and computes k4usr, ksear if positive check
UE — SEAF: (RES*)
* RES* = challenge response
@) SEAF: verifies if SHA-256 (RES*) = HXRES"*
(2 SEAF — AUSF: (RESY)
(3 AUSEF: verifies if RES* = XRES*
(9 AUSF — UDM: (Successful Authentication)
(s AUSF — SEAF: (Ksz4r)
* Kgpyr = secret key computed from K psr

In addition to the initial authentication procedure, the AKA protocol also defines the details
for vertical and/or horizontal keys derivation. Fig. 2.3 presents a graphical representation of the

hierarchy and dependencies of the secret keys that are derived through the proper procedures.

I2
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Figure 2.2: Call flow of the 5G-AKA authentication procedure.
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Figure 2.3: Authentication and encryption keys hierarchy in 3GPP 5G networks [1].

14




2.3 THE RANDOM AccEss CHANNEL PROCEDURE

The Random Access Channel (RACH) procedure is the protocol that in G and 4G-LTE net-
works allows for time synchronization between a transmitter and a receiver when they need to
establish a connection. Through the RACH procedure, UEs establish a connection with the
network even if they are not already synchronized or registered [22]. Besides, the procedure is
designed in such a way that it ensures that multiple UEs can access the network simultaneously.

The RACH procedure is needed in order to establish an up-link channel, where the UE is
the transmitter and the BS is the receiver [22, 23]. Indeed, while for the down-link channel
establishment (the BS is the transmitter) we can adopt a broadcast strategy for which the BS
periodically transmits a synchronization signal, the same solution would not be efficient for
the up-link case. In this latter case, in fact, the synchronization process should happen only
when necessary, and should be dedicated for a specific UE. Besides, a broadcast strategy would
cause a waste of energy and increase the interference in the wireless channel. For the following

scenarios, a RACH procedure is necessary in order to establish a connection [22, 23]:

* Initial access from the RRC_IDLE status. When being in the RRC_IDLE status, the UE
is not assigned to any radio resources, thus it has no ongoing connections. Initial access
refers then to the scenario in which the UE first connect to the network for the current
session. It must not be confused with znitial registration, in which the UE is registered
to the network for the first time. An example of initial access is when the user switches

on its device.

* Radio Resource Control (RRC) Connection Re-establishment procedure. In this
case the UE loses an ongoing connection due to various reasons, and need to re-establish
a connection. Since the connection must be re-established, time and frequency synchro-

nization must firstly agreed.

* Handover. In this case the UE connects to a different BS or cell, which may have differ-
ent time-stamp and frequency parameters. Thus a proper synchronization is required

before establishing a valid connection.

* Up-link and down-link data arrival in the RRC_CONNECTED status is not synchro-
nized. In this case there could be issues in the ongoing connection causing delayed ac-

knowledgment, bufter overflow/underflow, reduced throughput, low quality of service.
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It is then necessary to re-synchronize the connection by re-establishing the up-link and

down-link.

* Beam failure recovery. In this case the UE asks the network for different resources as
the previously dedicated one seems not to offer a good quality of connection. Since new
resources are needed, a new synchronization must be established between sender and

receiver.
Generally, the RACH procedure develops according the following four steps [18, 23]:

1. Random Access (RA) preamble. The UE selects one of the 64 available Random Ac-
cess Channel Preamble (PR ACH) signatures in the cell, and transmits it to the BS. This
signals the request for connection. The PRACH is a short sequence of bits that is used
to temporarily identify the UE.

2. Contention resolution. This phase happens when multiple UEs send the same PRACH
at the same time, causing a contention for the same resource. Since only one UE will be
granted access to that resource, in this phase the BS resolves the contention by inform-
ing which of these UEs will be accepted. The other UEs will need to restart the RACH
procedure selecting a new PRACH.

3. Random access response. The BS informs the (selected) UE at which time-slot it has

to transmit its data. This phase allows for synchronization between the UE and the BS.

4. Data transmission. The UE transmits its data to the BS using the time-slot assigned
in the Random Access Response. If the data is correctly received, the BS replies with an

acknowledgement to confirm the successful transmission.

As we have seen, there is a possibility of PRACH collision which causes a contention for the
same resource. Although such a contention is resolved during the procedure, there are some
cases in which it is not acceptable because of timing restrictions. In these time-sensitive appli-
cations, we need some mechanisms that allows to avoid multiple UEs to select and transmit
the same PRACH. We can address such a requirement by modulating the PRACH selection
strategy. We thus distinguish between [18, 23]:

* Contention-based RACH. The UE randomly selects one of the possible preambles.
Doing so, there is the possibility of collision at PRACH transmission, which must be

resolved in a subsequent stage with a contention resolution procedure.
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* Contention-free RACH. In this case it is the network itself that informs the UEs which
preamble they have to use for the PRACH transmission. Clearly, this approach can only
be adopted when the UE is already connected with the network (during handover, for

example).

2.3.1 CONTENTION-BAasep RACH

In this section, we present a detailed overview of the Contention-based RACH procedure as
defined by the 3 GPP organization. Consider two UEs, UE, and UEj, that initiate the RACH
procedure with the same BS and exactly at the same time. Assume also that both UEs pick the
same preamble creating then a contention, and that at contention resolution it is UE,; that will
be granted access to the BS. In such a scenario, the contention-based RACH procedure evolves

as follows [10, 23, 24] (Fig.2.4):

(1) PRACH transmission (Msg). UE, randomly selects the preamble from the set of pos-
sible sequences available for the target cell. The transmission contains the following in-

formation:

* Preamble index, which identifies the selected preamble.

* Random Access - Radio Network Temporary Identifier (R A-RNTT), an identifica-
tion number that identifies one specific radio channel and one specific user. In

this case it is implicitly determined by the timing of the transmission.

Assume that both UE, and UEj select: PRACH = [preamble: 1, RA-RNTT :1].
Assume also that UEp’s transmission is lost due to collision with the transmission from
UE,.

(2) PRACH reception. The BS detects the preamble and estimates the corresponding tim-
ing of the up-link transmission. In this way, the BS derives the corresponding RA-RNTI
associated with the detected preamble. The BS assigns a Cell-RNTT (C-RNTI), which
is a UE identifier used for future transmissions to each detected PRACH message. In
this case, the PRACH detected is only the one coming from UE, since transmission

from UEjy was lost.

(3) Random Access Response (Msg,). The BS assigns resources to the detected UEs and
transmits the Random Access Response message on the shared channel. Together

with the C-RNTT assigned, this response also contains the following information:
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* Timing Advance, which provides time synchronization between the UE and the

BS to adjust the timing for the up-link transmission.

* Up-link grant, that specifies the time slot, frequency resource, and power level that

the UE should use for the up-link transmission.

* Back-off indicator, a parameter that tells the UE how many time slots it will need

to wait before attempting a new data transmission in case of contention.

@ Processing of Random Access Response (Msgs). Both UE, and UEp receive the
Random Access response, and save the assigned temporary C-RNTI. Notice that,
since UEj chose the same PRACH as UE,, it will believe being the receiver of the de-
tected Random Access Response. Then, since at this stage the UEs can not under-
stand whether they are in a contention scenario or not, and UE has no mean to un-
derstand that its previous transmission was lost, both the UEs will transmit the RRC
Connection Request message using the up-link resources reported in the up-link grant.
In this message, the UE attaches a new RNTI value which re-identifies the UE. Un-
like the PR ACH transmission, in which the RNTI was determined by the transmission
time, its value is now randomly selected. Once the message is transmitted, the UE starts
the T300 timer awaiting for BS response.

Assume that due to collision, the transmission from UEj is lost again.

(5) Contention resolution (Msgy). The BS accepts the received Random Access Response

and transmits the Random Access Contention Resolution & RRC Connection
Setup message. This message signals the down-link resource assignment using the RA-
RNTT associated with the new RNTT just received.
In this specific case, since the BS only received Msg; and Msg; coming from UE, the
message will report [RA-RNTL: 1, RNTL,]. As a consequence, when UEj receives the
contention resolution message, it realizes that RNTIL, does not correspond to the one
it had previously selected, thus it understands it has lost contention in favor of another
UE. UE; will need then to restart the RACH procedure from step (1).

(6) Connection setup. UE, has won the contention and transmits the RRC Connection
Setup message to initiate further signaling and data transmission. UE} instead initiates

the procedure from the beginning.
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Figure 2.4: Example of call flow of a contention-based RACH procedure.

2.3.2 T'wo-STEPSs RACH PROCEDURE

In order to further reduce delays when trying to re-establish a connection, the 3 GPP organiza-
tion also defines a variation of the standard RACH procedure, moving the RACH procedure
from a four to a two-steps process. The idea is to combine into a single transmission the infor-
mation in Mgl and Misg3, and the same for Msg2 and Msg4 [18, 25]. Such an information
aggregation not only allows to reduce the delay in the establishment of the connection, but also

improves the ability of the network to handle scenarios in which a large number of UEs are try-
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ing to establish a connection simultaneously. This improves network efficiency and quality
of service being offered. The two-steps RACH procedure, however, can only be adopted (i)
when the UE is in the RRC_CONNECTED mode, (ii) in handover scenario, or (iii) transitioning
from the RRC_CONNECTED actzve to the inactive mode [25]. In all the other cases, the standard
four-steps RACH procedure must be adopted.

2.3.3 RACH IMPROVEMENTS: 5G s 4G-LTE

Due to the requirements for §G networks design, .., improved throughput and reduced trans-
mission delays, the RACH procedure plays a crucial role in achieving such goals. In particular,
there is a need for a more efficient and flexible procedure compared to 4G-LTE. To this pur-
pose, when developing the sG technology, the 3 GPP organization introduced the following
changes and improvements for the RACH procedure [23, 26]:

* Preamble format. While in 4G-LTE the preamble is a sequence of cyclic shifted Zadoft-
Chu sequences, in 5G the preamble is a Zadoft-Chu sequence but with different root
indices. Such a new format allows for more UEs to use the same R ACH channel, thus

having more UEs connecting to the network at the same time.

* Slot format. The RACH slots in 5G are modified to be flexible both in size and dura-
tion, while for the 4G-LTE standard these parameters are fixed. This change enables a

more efficient network resources utilization.

* Resource allocation. In LTE, the RACH procedure uses a predefined set of resources
for random access, whereas in §G the RACH procedure uses dynamic allocation of re-

sources based on the network load and the number of UEs requesting access.

* Multiple access techniques. In G, RACH procedures use both Orthogonal Frequency-
Division Multiple Access and Non-Orthogonal Multiple Access technologies, where in
4G-LTE only the former is used. The introduction of the Non-Orthogonal Multiple

Access strategy allows for an improved utilization of network resources.

2.4 CELLULAR HANDOVER

The process by which the transfer of user information from the sBS to a new target Base Station

(tBS) is carried out, is termed as handover. Handover is critical to ensuring continuity of cellular
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services, and is typically triggered when the UE senses stronger reception from a BS other than
the sBS. This is likely to happen when the UE is approaching the limit of the transmission range
of the sBS.

There are many taxonomies to classify handover procedures [27]. For example, we can have a
classification based on (i) the transmission frequency, (ii) the Radio Access Technology (RAT)
used (from sG to 4G-LTE, for instance), (iii) if the target and serving network are 3GPP net-
works or not, and others. For our purposes, we will consider a classification based on the po-
sition of the sBS and tBS. According to the 3GPP specifications [23], we can then give the

following classification of cellular handovers:

* Inter/Intra-cell handover. Each BS is equipped with several cells, each of which has a
specific identifier. Cells belonging to the same BS may differ for the coverage area and
transmission frequency. The classification is based on whether the serving and target
cells belong to the same (intra) or different (inter) BSs. In case of intra-cell handover,
there is no need for coordination with neighbouring BSs and the whole process is man-

aged by the sBS.

* Intra-AMF handover. This type of handover occurs when the sBS and the tBS belongs
to the same AMF.

* Inter-AMF handover. This type of handover occurs when the sBS belongs to a different
AMTF than the tBS. Here, the SAMF interacts with the tAMF to provide the necessary

information for the transfer of the connection.

Further, for §G networks, we distinguish between two handover scenarios [17, 28]:

* N2-handover. It occurs when the CN, and therefore the serving AMF (sAMF), is in-

volved in the handover process.

* Xn-handover. It occurs when there is a dedicated and direct secure communication
channel between the sBS and tBS. In this case, the time required for handover comple-
tion is lower since there is no need to interact with the sAMF during handover prepara-

tion (in which the sBS asks the tBS for handover availability).

Table 2.1 summarizes the classification just discussed, while Fig. 2.5 shows a comparison
between intra-AMF and inter-AMF handover scenarios.
Independently on the specific classification, all the aforementioned cellular handover proce-

dures develop into three phases [11, 29]:
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Table 2.1: Handover procedure classification.

Handover classification Handover scenario

Intra-cell handover Serving and target cells belong to the same BS

Inter-cell handover Serving and target cells belong to different BSs

Intra-AMF handover sBS and tBS belong to the same AMF

Inter-AMF handover sBS and tBS belong to different AMF

N2-handover The AMF is directly involved in the handover preparation process

Xn-handover sBS and tBS directly communicate each other with no intervention of the AMF in the handover process

1. Handover Preparation. The sBS decides to proceeds for handover, and there is the

verification of available resources to handle the handover on the tBS side.

2. Handover Execution. The UE is instructed to proceed for handover and to connect
with the tBS.

3. Handover Completion. The CN records the transfer of connection management for
the considered UE to the new sBS. Also, the previous sBS is instructed to release the old
resources dedicated to that UE.

As discussed in Sec.2.2, upon completion of the AKA procedure, the CN, the BS, and UE
share the necessary security parameters and keys for secure communication [30]. Hence, before

initiating a handover process, the following symmetric keys are established:

* Ksear, (long term) key shared between UE and CN.

* K4 (long term) key shared between UE and AMF. It is obtained from Kz 45 through

a key derivation process [1].

* K,ns, (short term) session key shared between UE and sBS. This can be derived either

from K 4277 or from a previous Kynp [1].

Once handover s triggered, the UE derives a new session key K, np to establish secure commu-
nication with the tBS. We assume that most communication between any pair of entities in the
network is secure. The exceptionsare (i) the RACH procedure, and (ii) the RRC Reconfiguration
message. These exceptions occur due to the fact that according to 3 GPP specifications, the UE

security context is activated only after that the RRC Connection is established [10].
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Figure 2.5: Comparison between inter/intra-AMF N2-handover.
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2.4.1  N2-HANDOVER

As anticipated, in case of an N2-handover the CN is involved in the procedure. Depending on
whether we have an intra-AMF or inter-AMF N2-handover, we have different degrees of CN
involvement. For example, in case of intra-AMF N2-handover only the sSAMF is involved, as
both the sBS and tBS are under the control of the same AMF. On the other hand, in case of
an inter-AMF N2-handover we have a change of handler AMF. Thus, there will be the need
to pass through both sSAMF and tAMF, which increases the handover completion required
time. However, both the mentioned scenarios follow the same execution pattern previously
presented.

Consider a scenario in which the UE is connected to a sBS and is approaching a tBS that has
a greater signal strength. The intra-AMF N2-handover procedure from sBS to tBS develops
according to the following steps [17, 31] (Fig. 2.6):

@ The UE periodically senses the MIB and SIB messages broadcast from neighbouring
BSs, and transmits a Measurement Report (MR) message. This message contains infor-
mation about the strength of the received signal from the sBS, as well as signals from

surrounding BSs.

@ Based on the content of the MR, the sBS decides whether there is a need to hand over
the UE to another BS. In the case where a handover is deemed necessary, the sBS selects
the tBS. The handover decision is generally threshold based: if the signal strength from
another BS exceeds a certain threshold compared to the signal from sBS, then handover
is triggered. At handover decision, sBS transmits the Handover Required message to
the AMF. This message contains information about the choice of tBS and the protocol

data unit sessions that need to be handed over.

@ The AMF identifies the tBS and forwards to it a Handover Request message, provid-

ing information such as UE security context, capabilities and session information.

(4) Based on the information received and available resources, the tBS decides whether to
admit the UE. In the case of handover acceptance, the tBS replies to the AMF with a

Handover Acknowledge (ACK) message, which specifies which sessions it can accept.

(5) Upon receipt of handover confirmation from the tBS, the AMF sends a Handover
Command message to the sBS. This message contains information included in Handover

ACK that the UE needs in order to obtain access to the target.
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(6) The sBS triggers the handover procedure by forwarding to the UE the information re-

ceived through a RRC Reconfiguration message, received from the AMF.

@ The UE interrupts the connection with sBS and performs a RACH procedure with the
tBS [10]. After successful RACH, the UE considers the handover as completed, and

transmits a RRC Reconfiguration Completed message to the tBS.

The tBS considers the handover completed and sends a Handover Notify message to
the AMF to inform it about the change of connection handler for the UE.

@ The AMF transmits a UE Context Release message to the sBS, instructing it to re-

lease resources that were dedicated to the UE.

UE sBS tBS AMF

@ Measurement Report

L

Y

@ Handover Required

Handover Request @

A

@ Handover ACK

Y

Handover Command

©

RRC Reconfiguration

@

RACH

A
YY

RRC Reconfiguration
Completed Handover Notify

Y

Context Release @

A

Figure 2.6: Example of the call-flow for a 3GPP intra-AMF N2-handover.
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In case of inter-AMF N2-handover, the procedure would have been very similar, with the

only difference being the additional steps needed for the communication between the SAMF
and tAMEF, as shown in Fig. 2.5b.

2.4.2 XN-HANDOVER

In the Xn-handover, we have a very similar call-flow as for the N2-handover. The difference be-

tween the two is that now we do not need to pass through the sSAMF for the resource allocation

request: it is the sBS that directly communicates through the Xn-interface with the tBS, and

vice versa. The same applies to the Context Release message. In an Xn-handover, the sSAMF

is involved only at the end of the handover procedure in order to be informed of the change of

connection handler for the given UE. Fig. 2.7 shows the call-flow for an Xn-handover scenario.
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Figure 2.7: Example of the call-flow for a 3GPP intra-AMF Xn-handover.
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2.4.3

DAPS HANDOVER

Generally, once the RRC Reconfiguration message is received, the UE first closes the con-

nection with sBS, then proceeds with the RACH procedure toward the tBS. This causes an

interruption of the ongoing connection for few tens of milliseconds [10, 23]. Although the

interruption time is minimal, this can be very critical for applications that are extremely time-

sensitive. To overcome this issue, the 3 GPP organization proposes a solution thanks to which

the UE can maintain, for a short period of time, a connection with both sBS and tBS. Then,

the connection with sBS is released only after an explicit release command from the tBS. This

special case of handover is called as Dual Active Protocol Stack (DAPS) handover [17, 32]. The

DAPS handover presents the following characteristics [32]:

The UE continues transmission and reception with sBS after receiving order to proceed

for handover.
The UE receives user data from sBS and tBS simultaneously.

The UE switches the up-link transmission from sBS to tBS only after completion of the
R ACH procedure.

Connection interruption during handover is reduced close to Oms.
DAPS handover is possible over both Xn and N2 interfaces.

Whether to use standard or DAPS handover generally depends on the UE capabilities
and tBS availability.

Due to the double connection, in order to secure in-sequence delivery of user data, messages

must contain a sequence number throughout the all handover procedure. Besides, the UE has

to maintain a separate security context with sBS and tBS [17, 32].
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2.8



Adversary Model and Fake Base Station
Attack

In this chapter we define our threat model, thus the assumptions that we make over the actions
that an attacker carrying out an FBS attack can and cannot do. Furthermore, we discuss the
several steps through which the attacker prepares and carries out an FBS attack, and analyse in
details the call flow of an handover scenario in which the UE is victim of an FBS attack. Finally,
we give a discussion about the possible consequences and impact such an attack may have both

to the UE and network sides.

3.1 THREAT MODEL

An adversary carrying out an FBS attack aims to stealthily make the UEs connect to a rogue BS
(rBS) instead of a legitimate BS. Such an attack enables the adversary to gain control over the
UE connection, possibly leading to other types of attacks such as DoS, MitM or bidding-down
attacks [33]. We adopt a threat model similar as what defined in [11] and [12]. In defining our

threat model we make then the following assumptions:

* The attacker can drop, modify, inject and eavesdrop messages exchanged between le-
gitimate parties. Specifically, the attacker is able to collect the MIB and SIB messages
broadcast by BSs.
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* The attacker can set up a rBS that has the same capabilities as a legitimate BS.

* Theattacker cannot tamper with the USIM card, BSs, and CN. Specifically, the attacker
cannot learn the keys derived during the AKA protocol other than by exploiting vulner-
abilities of the AKA protocol itself.

* The attacker can successfully complete a standard RACH procedure with the victim
UE [18, 34].

As we will discuss better in Sec. 3.2.2, the last assumption is not strictly necessary for an
attacker aiming to carry out an FBS attack with the purpose of bringing the UE in a DoS status.
However, if instead the attacker’s goal is to use the FBS attack as a starting point for subsequent

exploitation, the ability to successtully complete RACH with the victim will be required.

3.2 THE FAKE BASE STATION ATTACK

This section provides the details of the preparation steps for an FBS attack, as well as the cor-
responding call flow for a successful FBS attack scenario. Lastly, we discuss about the impact

and consequences such an attack may have both to the UEs and to the network.

3.2.1 ATTACK PREPARATION STEPS

In order to carry out a successful FBS attack, the attacker needs to go through several prepara-
tion steps with the purpose of gathering sufficient data of the surrounding environment and
networks. The collected data will then be used to properly set up the rBS. For the attack prepa-

ration steps we refer to what presented in [11]:

1. Initial Reconnaissance. The attacker wants to gather enough knowledge of the target
cellular network environment. To this purpose, the attacker needs to capture the broad-
cast messages, as well as the UEs traffic. In particular, the attacker must sniff the MIB
and SIB messages that the surrounding BSs broadcast. The collection of such data can
be done quite easily. For example, the attacker could simply use a smartphone device

with a legitimate subscription with the target network.

2. Determination of the network structure. The attacker aims to accurately determine

the network composition and properties. For instance, the attacker will try to determine
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BSs locations, the cell identifiers, the radio frequency cell numbers, and other related
information. Having an accurate representation of the network structure will indeed
allow the attacker to better determine the most suitable target BS to attack. Besides, the
attacker should continuously scan the network so to maintain the rBS updated and con-
sistent with network parameters and structure, thus lowering the probability of being

detected.

. Target selection. At this point, the attacker should have all the information to select
the best target cell and BS for the attack. Clearly, the best option is to emulate a BS that
is closer to the location of the rBS. Doing so, in fact, would allow the attacker to set up
the rBS using the correct parameters. Besides, this approach will make harder for FBS

detection mechanisms to identify the presence of rBS.

. Fake base station configuration. After selection of the target BS for the attack, the
following step is to properly configure the rBS. In particular, the rBS installed shall not
only replay MIB and SIB messages broadcast by the target BS, but it should also have
the same cell identifier, PRACH root sequence, tracking area identifier, and type of ser-
vice. Besides, in order to make the attack more effective, the rBS should be configured
in such a way that it can properly respond to RACH, RRC and NAS (Non-Access Stra-
tum [23]) messages. It is possible to accomplish this latter objective by using open or

closed software available on the market.

. Exploitation. Once the rBS is properly settled up, the attacker can launch the attack.
The attacker will then progressively increase the transmission power until the UE is at-
tracted by the signal generated by the rBS rather than the legitimate BS. This should trig-
ger handover and force the UE into trying to connect with rBS since it is getting the best
signal reception from rBS. If this happens and the UE connects to rBS, the FBS attack is
considered successful and the attacker can then control the UE’s connection. Control-

ling the user connection enables the attacker for further attacks and exploitation.

3.2.2 AtTACK FLOW

From the attack preparation steps just presented, we can observe that an FBS attack is feasible

not only during the handover, but during initial access as well. Indeed, the key point of such an

attack is the emulation of the target BS and the replay of its MIB and SIB messages. These are

in fact transmitted in a broadcast fashion, and are therefore used by both UEs that are in the
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RRC_CONNECTED (UEs that already have a connection established) or RRC_IDLE mode (UEs
that do not have an ongoing connection yet, and that need establish one through the initial
access procedure presented in Sec.2.3). In what follows, we describe step by step what happens
when a UE in the RRC_CONNECTED status is victim of an FBS attack. This is a more interesting
case to analyze compared to initial access because the UE already has an ongoing connection,
thus handover toward rBS is triggered. In this way we can then have a more complete under-

standing of how the attack works and its implications.

Consider a scenario in which an attacker sets up a rBS to imitate a tBS. First, the attacker
sniffs the SIB and MIB messages broadcast by the tBS, and replays them without modification.
The general principle that s G networks follow for selecting the best BS is based on the power of
the received signal. The BS providing the highest signal strength is (commonly) chosen as the
best BS, and thus as the tBS for handover [11, 12]. Consequently, the attacker transmits the
replayed messages with a higher transmission power compared to the surrounding BSs (Fig. 3.1,
(©). Doing so, even if the UE would receive SIB and MIB messages from both rBS and tBS
(which are the same because rBS replays those of tBS), because the signal coming from rBS
dominates over the one from tBS, the UE will prefer to establish a connection with rBS [13].
Hence, once a UE falls within the transmission range of the rBS, it will read the replayed SIB
and MIB messages and transmits the MR message containing information about surrounding
BSs. In particular, the MR message will contain data of the legitimate tBS (e.g, BS and cell iden-
tifiers), but the corresponding received signal strength will be the one coming from rBS, which
we recall being higher than any other surrounding BS. Furthermore, as a consequence of re-
played messages reception, the UE steers its antenna towards the direction the messages are
coming from, thus towards rBS, believing it is pointing to the legitimate tBS. After receiving
the MR message, the sBS triggers handover towards the legitimate tBS because from the MR
content it is the BS that offers the best signal reception (Fig. 3.1 @) However, upon receiv-
ing the RRC Reconfiguration message, the UE connects to the rBS instead of the tBS. This
happens because the UE had previously steered its antenna in the direction of the rBS. At this
point, the attack is considered successful and the adversary can control the UE’s connection
(Fig. 3.1 ®)). Finally, since the tBS does not receive any connection from the UE, it does not
send the Handover Notify to the AMF, which in turn does not send the Context Release

command to sBS (Fig. 3.1 (3),(5)).

Let us consider now what would happen in case the attacker does not successfully complete
RACH with the victim. In this case, the UE experiences a handover failure and generates a

Radio Link Failure (RLF) report containing information of rBS, which however are the same
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as the tBS since the UE believes it was trying to connect with the legitimate BS [10, 13]. After-
wards, the UE tries to re-establish a connection sendinga RRC Connection Re-Establish-

ment Request message [13]. However, since rBS has not been detected as a non-legitimate BS,
it will still remain the best BS to connect with, and the UE will then transmit the re-connection

request to rBS. On the other hand, due to the fact rBS can not offer a legitimate service, the only
option the attacker has is to bring the UE to a DoS status by rejecting any incoming message.
Thus, the rBS replies with a RRC Connection Re-Establishment Reject message. This
causes the UE to close the ongoing procedure, e.g., call or data exchange, and to remain con-

nected to rBS in a DoS status until moving out of the transmission range of the attacker [13].

rBS UE sBS tBS AMF

@ SIB, MIB with tBS info

Measurement Report | B
Handover Required N
Handover Request
Handover ACK | F@
P Handover Command
P RRC Reconfiguration
-/

<

RACH Handover Notify

() |« > 3¢

Context Release

X ®

®

A

Figure 3.1: Example of call flow in a successful Fake Base Station attack scenario.

3.2.3 ATTACK CONSEQUENCES

An FBS attack has an impact on the victim user, as well as the CN. Besides, it can be exploited
as a first step to obtain connection with a UE so to launch subsequent, and often more severe,
attacks. In what follows, we discuss the possible consequences and impacts an FBS attack may

have on the UEs and networks [11, 12, 13].
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Impact on the network.

* Resource wastage: If the handover fails, then all resources used during handover prepara-
tion are wasted. However, this issue is not limited to handover preparation only. From
the perspective of the CN, the UE has disappeared, and thus the AMF initiates a paging

procedure [17] to locate the UE. This clearly results in an additional resource utilization.

* BSdisconnection: ABS that hasahandover success rate below a desired threshold (usually
set at 95% [13]) may be removed from the list of possible targets until it is recovered.
Hence, the attacker may have the goal to force several handover failures so to disconnect

a selected BS from the network, thus affecting the network reliability.

Impact on the UE.

* DoS attacks: The attacker rejects all the incoming messages resulting in complete DoS
to the UE.

* Bidding-down attacks: The attacker forces the UE into adopting older cellular standards
(e.g.,2G or 3G). Older standards usually provide lower service quality and security. There-
fore, the attacker may exploit these protocols’ vulnerabilities to carry out subsequent

attacks.

* Location tracking: In the case of 4G networks, the attacker can exploit the lack of au-
thentication and integrity protection of the Identity Request message. This forces
the UE to transmit its permanent or temporal subscriber identifier in plain-text. As a
result, the attacker can track UE’s movements by exploiting vulnerabilities in the pag-
ing protocol [35]. The G standard overcomes this vulnerability by requiring the UE
to encrypt its identifiers, and to periodically refresh the temporal identifier [10]. How-
ever, an adversary may still be able to perform location tracking by carrying out first a

bidding-down attack.
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BARON

In this chapter, we describe the working of BARON authentication methodology, and detail
how it mitigates the impact of an FBS attack. We start our discussion by identifying the FBS
vulnerability cause we want to address with BARON, and proceed by defining the concept of
the Closest Trusted Entity, which plays a central role in BARON. Then, we give an overview of
our proposed defense methodology by presenting two possible mechanisms that implement it.
Lastly, we present an efficient and secure connection recovery mechanism the UE will follow
when understanding being victim of an FBS attack.

The adversary is assumed to be as defined in Sec. 3.1, and all exchanged messages, except
for those between the UE and tBS (or rBS), are assumed to be authenticated and encrypted

according to the AKA procedure (Sec. 2.2).

4.1  FBS ATTACK: REASONS FOR VULNERABILITY

Asidentified in [11], there are three major reasons that make §G networks vulnerable to an FBS

attack. These are:

* Insecure transmission of broadcast messages. The UE completely trusts the content
and provenance of the MIB / SIB messages, which are indeed transmitted and accepted

without any authentication;
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* Unverified measurement reports. The sBS completely trusts the content of the MR

message without verification;

* Missing cross-validation. There is no cross-verification to check if the content of the

MR message reports data values that correspond to those expected for the real tBS.

In works [14, 12], authors identify the znsecure transmission of broadcast messages as the pri-
mary cause for sG networks being vulnerable to FBS attacks. In order to mitigate this vulner-
ability, the authors developed a sequence of digital signature schemes to authenticate the MIB
and/or SIB messages. Such an approach, however, might be vulnerable to replay attacks [14,
12]. In fact, the broadcast nature of the MIB/SIB messages allows users to gather information
about the BS. As a result, all users, including those that are not yet in the RRC_CONNECTED [10]
status, need to be able to verify the authenticity of MIB/SIB messages. Hence, in the absence
of a pre-distributed public key, the transmitting BS itself must provide the public key for sig-
nature verification together with the authenticated message. This means that the attacker can
simply follow the attack strategy described in Ch. 3 (replay the beacons without modification),
without the need to reverse engineer the authentication key. Since the authors were aware of
this replay attack vulnerability, they introduced a time-based mechanism for the acceptance of
the signature. However, this may still be not enough from preventing the attacker to succeed
in the attack. We discuss more in detail these works and related issues in Ch. 6.

In order to design a completely secure defense mechanism against the threat model described
in Sec. 3.1, we analyze the vulnerability to FBS attacks from a different perspective. Consider
the handover procedure presented in Sec. 2.4: according to the 3GPP specifications, the UE
considers a handover to be complete at the conclusion of the RACH procedure [17]. We must
observe that the handover success condition is “the UE successfully concludes RACH”, and not
“the UE successfully concludes RACH with the tBS”. As a result, in the absence of an active adver-
sary, the UE connects to the tBS correctly; however, when subject to an FBS attack, the UE will
connect to the rBS while believing the handover to be completed successfully. We also observe
that the UE is “Ueft alone” during handover execution, meaning that once it receives instruction
to proceed for handover, there is no feedback from the CN or sBS to verify whether a legitimate
tBS has actually been reached or not.

In conclusion, in our analysis we observe that in current standard 3GPP sG networks, the
UE has no means to corroborate whether the RACH procedure has been executed with
the legitimate tBS. BARON, by design, addresses this vulnerable aspect of the BS connection

procedure, both in case of handover or initial access. Moreover, since BARON does not pre-
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vent connection with the rBS, it is integrated with a fast and efficient mechanism to allow the

victim UE to recover connection with a legitimate BS when subject to an FBS attack.

4.2 BARON METHODOLOGY OVERVIEW

BARON authentication methodology to defend against FBS attacks relies on the Chain of
Trust built by the UE through the AKA protocol. Before diving into the details of the proposed
solution, we need to introduce the notion of Closest Trusted Entity (CTE). The CTE will act

as a guarantor for the authenticity of the tBS with which the UE is establishing a connection.

Definition 4.2.1 (Closest Trusted Entity (CTE))

The Closest Trusted Entity in a § G network is that closest node to the UE that can ensure (i) trust
and (it) security on bebalf of the core network, and for which the UE has a valid and active security
context. During a handover, these two conditions must hold for both, serving and target base

stations.

We provide two examples to better illustrate the introduced concept of CTE and how it

applies depending on the specific scenario considered.

Example 4.2.1 Consider an intra-AMF Nz-handover as shown in Fig. 2.6 (both the sBS and
tBS are under the control of the same AME). In this case, the AMF acts as the CTE since it is the
last node of the network (the closest to UE) that is common to both sBS and tBS, and for which the
UE has a valid and active security context. We must notice also that in the case of an inter-AMF
Nz-handover (where the sBS and tBS do not belong to the same AMEF), the serving AMF (sAMEF)
will act as the CTE as well. Indeed, the SAMF can reach the target AMF (tAMF), which in turn

reaches the tBS, both with secure communications.

Example 4.2.2 Consider an intra-AMEF Xn-handover. In this case, since sBS and tBS can di-
rectly communicate without the need to pass through the AME, the sBS acts as the CTE. The sBS
is clearly the closest node of the network to the UE, and it securely communicates with both the UE
and tBS.

The objective of BARON is to allow a UE to be cognizant of whether a reached BS is
legitimate or not. We can accomplish this objective by requiring the tBS to prove that
is has communicated with the CTE. Hence, at completion of the RACH procedure, the

UE expects to receive within a certain time interval an Authentication Token (AT) that only the
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CTE could have correctly computed. In case of missed reception of the AT within the time
interval, or in case the AT does not match the expected value, the UE aborts the handover or
initial access procedure, initiating then a connection recovery process. We leave the specific
determination of such a time interval for acceptance to the manufacturers, depending on their
specific needs and constraints.

Let us analyze what would happen as a consequence of a FBS attack during handover, in
a scenario where BARON methodology is active. Since the rBS is not legitimate, it can not
offer any legitimate service. For the same reason it is not able to establish a connection with the
CTE. Moreover, encryption of the 4 7"with the symmetric secret key K¢z, shared between the
UE and CTE (described in Sec. 4.3) ensures that an attacker sniffing a message during wireless
transmission will not be able to use that before decrypting it. In such a scenario, the attacker
has two options: (i) not transmit anything, or (ii) randomly guess the A7. For case (i), the
absence of a transmitted message will make the timer to expire, ensuring that the UE considers
the handover (or initial access as well) as failed, and initiates the re-connection procedure. In
the case of (ii), if 7 bits are used for 4 T, the probability of a correct guess is 27", which decreases
to 0 as 7 increases. Asaresult, the UE will reject the connection with high probability (for large
enough values of #), initiating the re-connection procedure.

Overall, BARON leverages the above insight and uses reception of the correct 47 from
the tBS as proof of communication with the CTE, thereby guaranteeing the legitimacy
of the tBS with high probability. We note, however, that BARON does not prevent the
UE from connecting to the rBS. Rather, it provides a means to verify if a reached BS is legit-
imate. In what follows, we propose two possible mechanisms in which the BARON defense

methodology can be implemented.

4.3 BARON: AUTHENTICATION MECHANISM I

The first approach we propose is a challenge-response mechanism, wherein the UE challenges
the tBS by transmitting a random value, and expects to receive a response that could have been
correctly computed only by the CTE. Such a mechanism is suitable for both initial access and
handover, with minor differences between the two cases. We assume that the UE has already
performed Initial Registration to the CN, implying it has already a valid security context.

Let the sSAMF be the CTE. Together with the MR message, the UE transmits the 47, which
is the encryption of a random number R. The encryption is performed by using the symmet-
ric key K¢z, shared between the UE and CTE. The sBS then forwards the 47 to the sSAMF,
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which retrieves R and computes R’ = H (R). The function H(-) can be any deterministic or
randomized function. The sSAMF encrypts R’ to obtain the A7 value, and forwards it to the
tBS with the Handover Required message. After completing the RACH procedure, the UE
starts an internal timer for both handover and initial access. If the timer expires, the UE consid-
ers the connection attempt as failed. In the meantime, the UE also computes 47" and expects
to receive a message from the tBS containing AT In case of reception, the UE suspends the
timer and verifies whether AT’ = AT'. If the two values match, the UE deems the tBS to be le-
gitimate. Otherwise, it initiates a connection recovery procedure in case of handover, or selects
anew tBS in case of initial access.

The underlying working principle in the case of initial access is very similar to that for han-
dover, with the main difference being that there is no sBS. Therefore, the UE transmits the 47"
to tBS. For example, the N2-handover (Fig. 4.1) and initial access (Fig. 4.2) procedures with
BARON develop according to the following steps:

N2-Handover with BARON (Fig. 4.1):

(1) UE — sBS: (MR, AT)

* MR = Measurement Report

* AT = Ex., (R) | R =random number, Ex (-) = encryption, key K
(2) sBS — AMF: (Handover Required, A7)
(3) AMF — tBS: (Handover Request, A7)

* R=Dxg,, (AT) | Dk(-)=decryption, key K
* R"=H(R) | H(:)=anyalgorithm
* AT = EKCTE (R/>

@ tBS — AMF: Handover ACK

(5) AMF — sBS: Handover Command
(6) sBS — UE:RRC Reconfiguration
() UE < tBS: RACH procedure

tBS — UE: AT
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(9) UE: verifies whether AT = AT’

UE sBS tBS AMF (CTE)
Measurement Report, AT

©) >

@ Handover Required, AT

» |
L

Handover Request, AT"

< ®

Handover ACK

Handover Command @

A

RRC Reconfiguration

©)

@ P RACH

4
Y

AT’

A

2

AT’ = AT

@ \4 \4 Y \4

Figure 4.1: Example of an N2-handover using BARON with Authentication Mechanism 1. Receipt of the correct A7 from

the tBS proves it has communicated with the CTE, thereby establishing its legitimacy.

Initial Access with BARON (Fig. 4.2):

(D) UE — tBS: msg = (UE;p, IDcrr, AT, MACyr)

* UE,, = user information

* D¢y = identifier of the CTE

* AT = Ex,.,, (R) | R =random number, Ex (-) = encryption, key K

* MACyr = Message Authentication Code of the UE, computed using Kc7

@ tBS — AMF: msg

@ AME: verifies the MACyp and computes AT’
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* R=Dg,, (AT) | Dk(-) = decryption, key K
* R"=H(R) | H(:)=anyalgorithm
© AT = EKCTE (R/>

() AMF — (BS: (VerificationOK, AT')
(5) tBS — UE: (V erificationOK, A~T)

(©) UE: verifies for AT = AT

UE tBS AMF (CTE)

@ UEinfoaIDCTEaAT7 MACUE\

®

UEinfoa IDCTEa AT7 MACUE\

 Verification of M ACyE
« Computation of AT’

®

VerificationOK, AT’ @

A

VerificationOK, AT' @

A

7 .
AT’ = AT’

@ v v v

Figure 4.2: Example of initial access procedure using BARON with Authentication Mechanism 1. Receipt of the correct
MAC; establishes legitimacy of the UE to the AMF. Receipt of the correct 47" from the tBS proves that it has
communicated with the CTE, thereby establishing its legitimacy.

We make the following remarks about this mechanism:

* Itis always true that the SAMF is the CTE for an N2-handover. However, this may not
hold for initial access. Thus, the I/D¢7y and K7 need be properly selected. We provide

additional details on CTE selection at initial access in Sec. 4.3.1.

* During the initial access procedure, UE}, is the set of all information that the UE trans-
mits according to the 3GPP standard for initial access [10], and the MACyy is used to
provide UE authentication to the CTE. Indeed, although we want to challenge the tBS,
at the same time we want the AMF and tBS to respond if and only if the challenge comes

from a legitimate user.
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* We leave the specific implementations of the £(-), D (-) and H(-) algorithms to the ser-
vice provider, based on their needs and constraints, as long as these are reasonably fast

algorithms. The same applies to the A4 Cy computation.

Fig. 4.3 shows the flow for the case of an Xn-handover with the authentication mechanism
just described. The underlying procedure is the same as that for the N2-handover, with the
only difference being that the sBS is the CTE for the Xn-handover.

UE sBS (CTE) tBS

Measurement Report + AT

® >
@ Handover Required + AT
>

Handover ACK

RRC Reconfiguration
< ®

RACH

< AT @

A\ \4 \4

Figure 4.3: Example of Xn-handover using BARON with Authentication Mechanism 1. Here, the sBS is the CTE due to the
direct communication between sBS and tBS. Receipt of the correct value of 47" from the tBS is proof that the tBS has
communicated with the CTE, thereby establishing its legitimacy.

4.3.1  CTE SELECTION DURING INITIAL ACCESS

The most important and critical aspect of the BARON Authentication Mechanism 1 in the ini-

tial access scenario is the selection of the CTE. In practice, it is not always guaranteed that the
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tBS will belong to the same AMF cluster with which the UE was most recently connected. Fur-
ther, it might be the case that the encryption key K 45/ is no longer valid and must be updated.

We propose then two possible methods for CTE selection for initial access:

1. The UE simply reports the identity of the AMF stored, and the task of resolving for that
AMEF is left to the CN, or

2. The UE is notified that the reported AMF is not a valid CTE for the tBS in question,
thus it need to be changed.

In the second scenario, the CTE is changed with an entity of the network in a higher layer
than the AMF (as long as this is a valid choice). In other words, we move the CTE to be the
node in the layer above the AMTF; if this entity is still not a valid CTE, we move to the upper
layer again. We repeat this procedure until finding a valid entity, which in the worst case will
be the root entity of the network.

We recognize that both these methods results in an additional effort for the CN, and con-
sequently in an increased resource consumption and connection delays. However, we believe
that the increased connection delay in the initial access scenario might be acceptable in order to
accomplish improved security. On the other hand, increased resource utilization might impact
the performance of the CN. Analyzing trade-ofts between performance and resource utiliza-

tion is an interesting avenue for future research.

4.4 BARON: AUTHENTICATION MECHANISM 2

We can apply this second authentication mechanism to implement BARON only to handover
because it requires that the UE already has an ongoing trusted connection. In this case, the UE
does not challenge the tBS but receives the 4 T"along with the RRC Reconfigurationmessage
from sBS (which is a trusted node). The 4 7'is computed then by the CTE (sAMF for the N2-
handover, and sBS for Xn-handover). Following this, similar to Authentication Mechanism
1 (Sec. 4.3), the UE expects to receive the AT from tBS, and compares it with the previously
received A T. If the two values match, the UE can conclude that the tBS is legitimate. Here, the
AT can take any arbitrary value, as the only condition that needs to be satisfied is 47" = AT,
The Authentication Mechanism 2 is better suited for resource-constrained devices, .g., IoT
devices, since the UE does not need to compute any cryptographic value, but only has to com-
pare the received values. Fig. 4.4 shows the steps of an N2-handover using Authentication Mech-

anism 2.
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UE sBS tBS AMF (CTE)
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@ Handover Required
Handover Request + AT
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@ Handover ACK

Handover Command + AT

@

RRC Reconfiguration + AT

RACH
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A
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AT = AT

®

Figure 4.4: Example of an Xn-handover using BARON with Authentication Mechanism 2. Here, the UE does not challenge
the network but receives the A T from the sBS, which is trusted. Receipt of the correct AT from the tBS proves it has
communicated with the CTE, thereby establishing its legitimacy.

4.5 SECURITY DISCUSSION

In this section we formally prove the security of BARON against the threat model previously
defined. In particular, we need to prove that BARON is not vulnerable to replay attacks, which
would then make the proposed mechanism completely ineffective. Indeed, if BARON was vul-
nerable to such an attack, the UE would deem the rBS as legitimate, which clearly goes against
the initial objective.

Consider a N2-handover scenario using BARON with Authentication Mechanism 1 active,
as presented in the previous sections, and an attacker running a FBS attack. We also recall
that since the rBS is not legitimate, it cannot establish a valid connection with legitimate net-
work entities, and with the CTE in particular. In such a scenario, upon reception of the RRC

Reconfiguration message, which instructs to proceed for handover, the UE connects to the
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1BS instead of tBS. As a consequence, since the tBS is never reached by the expected user, it
will never transmit the 47. Hence, there is no message to be replayed by the attacker, prov-
ing that BARON is resistant against replay attacks. Furthermore, the only other opportunities
in which the AT is transmitted are (i) during the transmission between the UE and the sBS
(Fig. 4.1 step (1)), and (ii) during the transmissions between the sBS and sAMF, and between
the sSAMF and the tBS (Fig 4.1 steps (2) and (3), respectively). While for (i) we have a wire-
less communication, thus being easier for the attacker to sniff the transmission, in cases (ii) the
message transmission is wired, requiring that attacker wiretaps the communication between
involved nodes. However, even assuming the attacker manages to gather the messages carrying
the AT, in both cases the 4 T'is encrypted with K¢y first, and with the shared key between the
communicating parties afterwards. Such a double encryption provides a double layer of secu-
rity, not giving the attacker the possibility to read the 47 value during the two transmissions.
This means that in order to be able to retrieve the value R to correctly reply the challenge, the
attacker must learn the corresponding encryption keys, which is not possible by assumption.
Indeed, we assumed the AKA protocol being secure, and the attacker is assumed not being able
to tamper with the network nodes. Hence, the attacker is only left with a random guess or giv-
ing no answer. In the latter case, we already discussed that the UE considers the handover being
unsuccessful, and it initiates then a connection recovery procedure; in the first case, instead, the
correct guess probability decreases as the length (in bit) of 4T increases. For sufficiently large
values of 4T the attack success probability is then close to 0.

The exact same reasoning applies to BARON with Authentication Mechanism 2 and Xn-
handover as well, thus proving the overall security of BARON authentication methodology.

4.6 BARON:RECOVERING CONNECTION TO A LEGITIMATE

BASE STATION

The BARON authentication mechanisms described in previous sections allow the UE to deter-
mine if a tBS with which it has established a connection is legitimate. However, since BARON
does not prevent the UE from connecting with a rBS, it will be paramount to provide a fast and
efficient mechanism to recover connection to a legitimate BS.

The recovery mechanism that we propose follows similarly to the BARON Authentication
Mechanisms. The objective is to allow a UE that is the victim of an FBS attack to efficiently

and securely recover connection with a legitimate BS. When instructed to proceed for handover,
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the UE receives an additional token termed as Recovery Token (RT"). This token will be used
to quickly recover a connection in case of handover failure, while at the same time ensuring
legitimacy of both, the UE and the new tBS. In case of handover failure, the UE initiates the
recovery procedure by selecting a new tBS, but different from the previous one. As already
discussed, this is usually the BS with the highest (in this case the second highest) signal strength.
Hence, the UE transmitsa Connection Recovery message containing UEnfos IDcTE andRT
(computed from RT"). Then, as well as for handover or initial access, it starts an internal timer,
computes R7”, and expects to receive the same value from the tBS, which only the CTE could
have correctly computed. If the received value R7” matches R7”, the UE deems the new tBS

as legitimate. Depending on the new tBS we can then have three possible scenarios:

1. The new tBS coincides with the previous sBS. In this case, since the sBS did not receive
the Context Release command due to handover failure, the security context between
the UE and sBS can be considered still valid. In this case, in order to speed up the re-

connection process we make the sBS being the CTE.

2. The new tBS does not coincide with previous sBS, but belongs to the sSAMF. In such
a scenario, the SAMF will be the CTE. We need to highlight that in this case it must be
the SAMF being the CTE although there could be an Xn interface between the sBS and
the new tBS. Indeed, the presence of such a direct communication between the BSs may
be transparent to the UE, which would then be unable to recognize whether the sBS can
be a valid CTE, thus increasing the re-connection delay if this was not the case. Besides,
making the SAMF being the CTE would also speed up the process of recognisance from
the CN of the handover failure, avoiding the transmission of an additional and dedicated

transmission to the AMF.

3. The new tBS does not belong to the sAMF. In this case also, the SAMF is the CTE
since, as well as for the handover case, it can reach the tAMF which in turn can reach the
tBS.

We can notice that the described procedure reduces the recovery of a legitimate connection
to that of initial access, where the R7" simultaneously serves as the MACyy first, and A7 later.
Indeed, the reception of the correct R7" value signals to the CTE the legitimacy of the UE.
Afterwards, receiving the correct R7” from the tBS proves its legitimacy to the UE.

Consider an intra-AMF N2-handover scenario using BARON Authentication Mechanism
1 where the UE is victim of an FBS attack, and assume that the UE reconnects to the sBS. The
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connection recovery mechanism develops as follows (Fig. 4.5):

Legitimate Connection Recovery (Fig. 4.5):

@ AMF — sBS: Handover Command
(2) sBS — UE: (RRC Reconfiguration, RT')

* RT = Ex.p, (M) | M =random number, Ex (-) = encryption, key K
(3) After RACH, rBS — UE: AT’

(2) UE: verifies for AT = AT'.
For an #-bit message, with probability 1 — 277" : AT £ AT

@ UE — sBS: (Connection Recovering, UE,s, [Dcrz, R~T)

* UE,,, = user information

IDc7r = identifier of the CTE

M = Dk, (RT) | Dg(-) = decryption, key K

M =HM) | H(-) =anyalgorithm
R~T = EKCTE ( ,)

(©) sBS: verifies for RT' = RT'
(7) sBS — UE: (Re-connection Accepted, R~T’)

« M =H(M)
¢ RT]—" = EKCTE (MH)

UE: verifies for RT" = RT"

4.6.1  RE-CONNECTION TOKEN COMPUTATION

We need now to define which entity between the sBS and sAMF should compute the R 7"value,
as in the above discussion we concluded that in the three possible scenarios these can be the

CTE. Let us analyze the advantages and disadvantages for each of the two options.
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Figure 4.5: Example of BARON legitimate connection recovery procedure after an FBS attack. At the end of the procedure,
the UE reconnects with the sBS.

Following the very similar reasoning for which we previously decided to let the sBS being
the CTE in the first scenario, if we let the sBS to compute the R 7we clearly have the advantage
of a faster re-connection since we do not need to pass through the AMF. Besides, we do not
introduce any communication overhead between the sSAMF and sBS for the transmission of
the RT (which indeed would need to be delivered to the UE through a trusted node, the sBS).

However, the drawback of this solution is that the UE could efficiently reconnect only to sBS.

Consider now the case in which it is the SAMF to compute the R7. While it is true that this
would introduce a (minimal) transmission overhead between the sAMF and sBS, and it would
require a longer re-connection time since we need to involve the AMF, on the other hand the
UE could efficiently reconnect to any other BS under the control of that AMF. Lastly, for the
third scenario presented, we can see that the solution of letting the AMF to compute the RTis
better, as this would avoid two rounds of transmission (between the previous sSAMF and sBS

and the corresponding reply of the sBS) which would increase the re-connection required time.
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Table 4.1: Comparison of advantages and drawbacks for Re-connection Token (RT) computation (i) by sBS and (ii) by AMF.

RT computation method Advantages (') and Disadvantages (<)

Faster re-connection since there is no need to pass through the AMF
sBS computes RT No transmission overhead introduced between sBS and AMF

x Can reconnect only to sBS if no direct communication between BSs (Xn-configuration)

Can reconnect to any reachable BS under that AMF
AMF computes RT x Introduces transmission overhead between sBS and AMF

x Longer re-connection time

Table 4.1 summarizes the pros and cons just discussed.

In order to provide the higher efhiciency for the recovery mechanism described, we propose
to adopt a hybrid strategy to overcome the limitations of each of the two solutions. Hence, itis
the SAMF that initially generates the R 7. However, if the UE tries to reconnect with the sBS,
the R T'value is treated as if it was the random number M, thus RT" = H (RT'). This will allow
an immediate re-connection to the sBS, without requiring an intervention from the sAMF. If
instead, the new tBS is not the same as sBS, we will need to pass through the sAMF. Such a
hybrid solution allows selection of the best re-connection strategy depending on the specific
situation, being flexible to the specific re-connection scenario. Furthermore, in the case of con-
nection recovery with the sBS when a deterministic algorithm H(-) is used, an attacker sniffing
the communication channel may be able to easily compute the value of RT' (= H(RT')) and
thus increasing the probability of success for a FBS attack. To prevent this possibility, we shall
transform the value of R 7 before passing it as an input to H (). One very simple way to carry
out this transformation, while also encrypting R 7 is through an XOR operation between RT'
and (a portion of) the key K,n5 that was previously shared between the UE and sBS. This pro-
cess will ensure that only the legitimate UE could have computed the correct value of R7".

The security discussion for the defined re-connection procedure follows the very similar rea-
soning as for the authentication part, thus proving the security of this procedure as well.

Lastly, we observe that such a recovery mechanism is required only for standard handover,
since it will be sufficient to change the tBS in the case of initial access. The DAPS handover
scenario [10] also does not require a dedicated connection recovery mechanism. In fact, in this
setting, since the UE does not drop connection with the sBS until successful RACH with tBS,
or until reception of the 4 T'in case of using BARON, when a tBS is identified as not legitimate
the UE can simply fall back to the connection with the sBS.
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BARON Performance Evaluation

In this chapter we discuss the performance evaluation of BARON. All numbers we report are
computed as the average over 10 turns (each of 1000 runs) of a self-contained software simula-

tion, fully written in C++. The source code is publicly available'. The performance of BARON

is quantified in terms of two metrics:

1. Overhead induced due to the computation, transmission, and evaluation of the 4 7"and
RTvalues, and

2. Time required for connection recovery after an FBS attack, compared to the handover

required time in case of no FBS attack.

We summarize our main findings in Tab. 5.1, which indicates that the induced overhead when
using BARON is minimal. Tab. 5.1 also shows that the proposed connection recovery mech-
anism is fast and efficient, as the time required for re-connection following an FBS attack is a
fraction of the time required for handover completion.

In what follows, we first discuss about the experiment setup giving details of how we imple-
mented our experiments, defining the specific network topology scenario and functions imple-

mentation. Then, we present BARON performances and compare them to the state-of-the-art

method from [12].

‘https://github.com/aleLtt/BARON_simulation.git
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Table 5.1: Performance of BARON in terms of induced overhead and time required for re-connection following an FBS
attack.

tBS is sBS tBS in sSAMF | tBS not in sAMF
BARON overhead* N.A. < 1% < 1%

BARON re-connection time | 0.25-0.30 7" | 0.65-0.707; | o0.25-0.30 15"

*Overhead is given comparing the BARON handover time and 3GPP standard handover time
in case of no FBS attack.

**T1 = BARON handover time with tBS in sSAMF; 7, = BARON handover time with tBS not
in sSAMF.

5.1 SIMULATION SETUP

Our experiments to evaluate the performance of BARON consist on a software simulation of a
N2-handover scenario. Since our analysis is focused on the induced overhead for A7, RT com-
putation and transmission, we decided to reduce to the minimum the implementation of the
common procedures between the standard 3 GPP handover and the modified procedure using
BARON. This implies that we implemented a high-level simulation in which we abstract all
the physical procedures that would be performed in a real-life scenario. For example, we avoid
implementing the filtering and recognisance of the ID of the BSs, as well as the beam swapping
procedure performed by the UE in order to steer the antenna in the direction of the transmitter.
Such an abstraction also includes the data that is transmitted in the exchanged messages. Since
our evaluation is focused on the overhead, this abstraction does not affect the correctness and
reliability of the experiment results. Indeed, the abstracted procedures are common for both
standard and with BARON handovers, thus not giving any contribution in the overhead analy-
sis. Moreover, this high-level simulation allows to reduce the complexity of the implementation

of our experiments.

The simulation of the communication between nodes is implemented as follows. We build
a data structure, called as msg, which is an array with as many elements as the number of the en-
tities in the simulation, adapting whether we consider an attack scenario or not (Fig. 5.1). Each
entity of the simulation is assigned to an element of this array. The value of each element of the
msg data structure is a pointer to the memory allocated for the message data type. The latter

is a data type we defined to represent the exchanged message between parties, and that is pro-
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msg[0] UE
msg[1] BS,4
msg[2] BS,
msg[3] BS;
message* msg = 4
Only in case of
msg[n-3] rBS | —>» FBS
attack scenario
msg[n-2] AMF4
msg[n-1] AMF,
-

Figure 5.1: Implementation and abstraction of the communication channel for the simulation.

vided with the proper attributes that represent the message content. Through the pointer, it is
possible to access to the information contained in the referenced message. All the elements of
the array are set to NULL, with the only exception being that one element corresponding to the
network node that has received the message (Fig. 5.2a). Upon reception of the message, namely
having the pointer different to NULL, the node handles the message, extracts and processes the
needed information, builds and transmits the proper response message. The simulation of the
transmission consists on setting to NULL value its element of the msg data structure, and copy-

ing the pointer to the new message into the entry corresponding the receiver (Fig. 5.2b).

5.1.1 SIMULATION SCENARIO

We carry out extensive experiments to evaluate the performance of BARON by simulating an
N2-handover scenario. Fig. 5.3 gives a graphical representation of the network BSs deployment
we considered for our experiments. In a 2-dimensional plane, we have two AMFs controlling a
set of BSs each. The dashed line divides the plane in such a way that BSs belonging to the same
region are under the control of the corresponding AMF. While the BSs and AMFs location is
fixed, the UE is randomly placed in the plane at the start of each iteration of the simulation.

Besides, we assume that the UE has a connection to a legitimate BS at the start of the run. We
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UE NULL UE NULL

BS; | NULL BS,; | NULL

BS, NULL BS, NULL

pointer to the
received message

BS; | 0x5265.. —i BS; | NULL

""" NULL MESSAGE NULL NEW MESSAGE
ID_transmitter ID_transmitter: BS3
rBS NULL Data rBS NULL Data
AMF 4 NULL AMF4 [ 0x 9595..
pointer to the new message
AMF, NULL AMF, NULL
(a) Message reception. (b) Message transmission.

Figure 5.2: Message reception and transmission simulation.

choose the sBS to be the second-nearest BS to the UE. As a result, the nearest BS will be selected
as the tBS for handover. The received signal power (PR) from base station 7 (BS,) is modelled
according to standard signal power propagation:
PR, = Lz , (5.1)
d (UE, BS,)
where d (A4, B) is the distance between 4 and B, and PT; is the transmission power of BS,. All
the BSs are assumed to have the same transmission power. To simulate the computation of
the signal power received from each BS, we used the same solution approach as for message
transmission. Thus, we created a matrix channel in which elements in the first column are
filled with the power level received by the UE from the associated to that row element, while
elements in the second column report the ID of the BS. This simulates the transmission and
reception of the beacons.
In the presence of an attacker carrying out an FBS attack, we randomly place the rBS within
arange of 150 7 from the UE’s position. The rBS uses a BS identifier assigned at random, but
different from that of the sBS. We additionally ensure that the rBS has a higher transmission

power in order to maximize the probability of being under an FBS attack scenario.
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Figure 5.3: Simulation scenario for BARON performance evaluation.

The specificity of the network structure considered does not influence the results for the
overhead analysis. Indeed, for the considered context, the network topology mostly affects the
signal propagation time between nodes. However, this aspect is the same for both the stan-
dard and with BARON handover versions, hence is a common factor that cancels out during
the overhead analysis. On the other hand, this does not hold for the connection recovery time
analysis, which requires the exchange of more messages compared to the only handover proce-
dure. Being aware of this, we decide not to give the absolute times of the re-connection required
time, but to present them in relation with the time it takes for handover completion with the
same network structure (with no FBS attack). This allows to make an objective evaluation of

the efficiency of the proposed mechanism.

s.1.2. HANDOVER COMPLETION TIME COMPUTATION

In our experiments, we assume that all communications between the UE and BSs are wireless.
On the other hand, communication between BSs and AMF, and between two AMFs are wired.
The wireless and wired media have different speeds of light: 3 x 10% m/s and 2 x 10® m/s,

respectively. The total time required to complete a handover will depend on times associated
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with transmission delays and message handling. The former represents the time required for
a message to reach the destination, while the latter quantifies the time required to generate a

response message after receiving an incoming message. We compute the transmission delay

(TD) between nodes 4 and B as:
d(A,B
=448 (5:2)
¢
where ¢ is the speed of light, set according to the transmission medium. For computing the
handling time we used the C++ standard “chrono” library, which allows for a time precision of
around the nanosecond.

To evaluate BARON, we use the following procedure:
1. Run the simulation to obtain 1000 samples for each scenario considered (Table 5.1);
2. For each scenario, determine the median of the 1000 samples;
3. Repeat steps (1)-(2) 10 times;
4. Compute the arithmetic mean (average) over the collected median values.

The median is used to eliminate outlier samples. In fact, as shown in Fig. 5.4, in our experiments
we observed that the magnitude of a very small number of outliers was very large compared
to all the other samples. In such a scenario, using the arithmetic mean would have resulted
in misleading values of overhead and connection recovery times. Using the median, instead,

allows to limit but not removing the influence of such outliers.

5.1.3 FUNCTIONS IMPLEMENTATION

In this section we give the details of the security parameters and functions we employed for
our experiments. With regard to the security parameters, in our implementation we use 32-bit
random numbers R, M, which represent a balanced trade-oft between security and memory
overhead. The length of the random numbers can be suitably adjusted, based on the needs of

service providers. For the security functions, we used the following in our experiments:

* For encryption and decryption, functions £(-), D(-), respectively, we use a custom im-
plementation of AES-128 algorithm. With “custom” we mean that we implemented
the crypto functions writing the code without using any third-party libraries except the

C/C++ standard libraries.
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Figure 5.4: Example of simulation results with outliers empathizing. On the right corner we can notice few outliers that
have an order of magnitude much higher than the rest of the data. Values reported are given in a logarithmic scale so to
emphasize the outliers.

* We use a simple, buteffective deterministic function H(x) = x+1in order to process the
response for AT. This choice of H(+) introduces minimal overhead. At the same time,
the security of BARON is not compromised since 4 7 will be encrypted at a subsequent

stage.

* H'(x) := x @ Kynp, where @ is the binary XOR operation. This function is applied
to the RT during re-connection with sBS in order to compute the value of RT in the

Connection Recovery message (Fig. 4.5 (3)).

5.2 BARON: INDUCED OVERHEAD

We evaluate the time overhead induced by BARON by comparing the time required for a han-
dover using a standard 3 GPP procedure with the time required to complete a handover when

using BARON. In this case, we assume that there is no FBS attack. This allows us to examine
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the additional time that will be required to manage and transmit values of 47 and RT when
using BARON. We separately evaluate the cases wherein the tBS is under the control of the
sAMF and when it is not in the sSAMF. Fig. 5.5 shows the comparison between the actual times
taken to complete a handover using the standard 3 GPP procedure (orange bars) and when us-
ing BARON (blue bars). We observe that the time taken to complete the handover when using
BARON is almost equal to the time taken when following the standard 3 GPP procedure. The
overhead induced by BARON is ~ 43 7s, which is about 10000 x lower than the overhead
reported in [12] (0.53 ).

46.034 46.111
3GPP standard handover
E BARON handover
40
W
= 30 -
[1}]
1=
)
o 21.982 22.029
=
S 201
=
1]
T
10 -
0 .

tBS in sAMF tbs not in sAMF

Figure 5.5: BARON overhead evaluation. Comparison of times for handover completion between the standard 3GPP
procedure and BARON with Authentication Mechanism 1 when there is no FBS attack. The additional overhead introduced
by BARON in both cases is negligible.

5.3 BARON: CoNNECTION RECOVERY TIME

To evaluate the connection recovery time, we consider a scenario where an adversary is carrying

out an FBS attack. In this setting, we measure the time required to recover connection to a
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legitimate BS when using BARON. Since the absolute value of the time needed for connection
recovery strictly depends on the specific network topology, we present our results as a fraction

of the time required for BARON handover completion in the case of no FBS attack. Let:

* T be the time for handover completion using BARON when tBS is under the control
of the same AMF as sBS (sAMF).

* T be the time for handover completion using BARON when tBS in not under the same
AMF as sBS.

We evaluate the time required for re-connection when the tBS is (i) the same as the sBS, (ii) in
the same AMF cluster as the sBS, and (iii) not in the same AMF cluster as the sBS. Further, we
implement an active attacker that randomly guesses the value of 47"

Fig. 5.6 compares the time for handover completion when using BARON in the absence

of an FBS attack (orange bars) and the (total) time for handover completion and connection

60 . 58.497
BARON handover with no FBS attack
EE BARON handover + reconnection recovery
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46.111
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36.32
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€
=
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tBS is sBS tBS in SAMF ths not in sAMF

Figure 5.6: BARON connection recovery evaluation. Comparison of times between handover completion using BARON
with Authentication Mechanism 1 in absence of an FBS attack, and total time for handover and connection recovery
completion in case of an FBS attack.
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recovery when using BARON in the presence of an FBS attack (blue bars) for the scenarios
(i) - (iii). We observe that the additional time for connection recovery is of a similar order of
magnitude as the time required for handover completion. Based on our results from Sec. 5.2,
we can conclude that the additional time required to re-establish connection to a legitimate BS
is almost entirely associated with transmission delays rather than the computation and verifi-
cation of values of R7. Moreover, we notice that the hybrid strategy defined in Sec. 4.6 allows
for a significant reduction in the re-connection time.

Our results in this section reveal that the total time for handover completion and re-
connection to a legitimate BS using BARON is still lower than the 0.53 ms overhead
presented in [12]. Reporting the re-connection time as a fraction of the time required for han-

dover completion will also allow our experiments to be extended for arbitrary network topology

and UE location.
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Related Works

A large part of the existing research in the security of 4G and 5G cellular networks focuses on
the identification of weaknesses and the design of countermeasures to overcome these weak-
nesses [36, 37, 38, 39, 40, 41]. These solutions, however, are not adequate or designed to de-
fend against an FBS attack. Solution that focus on misbehaving BSs can be grouped depending
into three categories according to the implemented defense approach: (i) addition of integrity
protection values to the broadcast messages, (ii) use of FBS detection tools, and (iii) use of dig-

ital signatures for the broadcast messages.

Integrity protection to broadcast messages. These kind of solutions aim to ensure that the

received message has not been altered by an attacker. A cryptographic value is then computed
using a shared key between the BS and UE, and attached to the message itself. The UE then
verifies if the crypto value corresponds to the expected one, and in case of positive check it ac-
cepts the message. Examples of proposals following such a defense approach can be found in
[13, 34, 42]. However, such an approach is not effective against FBS attacks as described in
Sec. 3.2. The attacker can in fact simply replay the beacons without any modification, and the
message will be accepted anyway as it has not been modified. Besides, an attacker might be able

to deceive such a defense mechanism by carrying out a bidding-down attack, as noted in [12].

FBS detection. Solutions following this defense approach are designed to identify inconsisten-

cies in the content of MR messages and deployment information (e.g., BS identifier, operation

61



frequency) of a legitimate BS [1, 43, 44]. Furthermore, the integration of FBS detection mech-
anisms with machine learning techniques is becoming increasingly popular [45, 46].

Particularly relevant mechanisms in this field are proposals in [43] and [44]. In the former,
authors propose FBS-Radar, a FBS detector based on the analysis of crowd-sourced data and
spam messages to accurately geolocating FBSs, while maintaining users’ privacy at the same
time [43]. In the second mechanism, authors propose FBSleuth, which instead defines a FBS
detector for forensic analysis that makes use of radio frequency fingerprinting to characterize
the message transmitter, thus proving the misbehaviour of a BS [44].

Despite being great solutions to detect malicious and non-legitimate BSs, FBS detection
tools do not alleviate the FBS vulnerability cause pointed out in [12, 14], neither the one iden-
tified by us in the design of BARON. Therefore, they are not adequate to defend against FBS
attacks in an online scenario, .¢., during initial access or handover, as the detection process is
carried out offline. Furthermore, recent works in [ 13, 47] has demonstrated that such solutions

can be ineffective.

Digital signatures to broadcast messages. In this kind of approach, beacons transmitted by

BSs are authenticated through digital signatures using asymmetric cryptography. This defense
approach represents the current state-of-the-art defense methodology against FBS attacks since
it better addresses the vulnerability root cause previously discussed. Digital signature schemes
to authenticate broadcast messages, either using a PKI infrastructure or a certificate authority,
have been proposed in [12, 14, 15, 16].

In [14] authors propose an optimized PKI infrastructure-based solution to authenticate
SIBr and SIB2 messages. Challenges that were identified in [14] are related to the management
of a PKI infrastructure, and they include the size of the certificate, vulnerabilities to replay at-
tacks, and public key revocation. These challenges were faced by the use of a custom encoding
to limit the size of the certificate, a location-dependent parameter to mitigate replay attacks,
and a time-based expiration mechanism for public keys, respectively. Several signature imple-
mentation schemes are evaluated, with the smallest overhead reported in [14] was ~ 176ms.
However, this solution is not fully secure against replay attacks [14].

The same research group proposes in [12] a Schnorr-HIBS digital signature-based scheme
with hierarchical key derivation. This work does not rely on a PKI, rather it introduces a Private
Key Generator (PKG) node to generate private keys from a master secret. The PKG is embed-
ded within the CN and distributes the generated keys to participating entities. These entities

then generate private keys for lower-layer entities. The hierarchical key derivation proceeds up
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to the AMF generating private keys for the BSs. The BSs authenticate the SIB1 messages with
their private key, and attach to it the corresponding public key for verification. The security
of this mechanism is guaranteed by the hierarchical key derivation process, which binds the
BSs’ private and public keys to those of the CN entities. The proposed scheme, thanks to opti-
mizations, managed to reduce communication overhead by 31% compared to [14, 15, 16], and
incurred a fixed end-to-end delay of 0.53s [12].

In order to address the replay attack vulnerability, both proposals in [12, 14] make use of
a time-dependence signature validity. Together with the authenticated message(s), a signature
expiration time is attached aiming to harden the success in replaying the message(s) from an
attacker and being accepted from victim UEs. However, this solution introduce some compu-
tation overhead, and since the expiration time must be short enough to ensure replay attacks
resistance, this increases the number of broadcast messages transmitted. Such a signature life-
time must be carefully and precisely computed. However, this may not be enough, and these

solutions may still be vulnerable to replay attacks.
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Conclusion

In this thesis, we have emphasized the vulnerability of the cellular network technology to Fake
Base Station (FBS) attacks, which enable the adversary to control the UE connection, and
proposed BARON, a secure framework for initial access and handover in §G networks to mit-
igate these attacks. Consequences of the FBS attack not only may result into harm and privacy
threats to the users, but can also affect the network reliability and induce a waste of resources.
We have then first provided all the needed background to understand how cellular networks,
and in particular 5G networks, are defined and provide connection establishment and man-
agement. Then, the FBS attack evolution steps are presented, together with the possible con-
sequences and impact it may have. We therefore highlighted the importance of developing se-
cure and efficient mechanisms to possibly prevent or limit the impact of such an attack. These
solutions shall also introduce minimum overhead, both in terms of time and computational re-
sources, and infrastructure changes, thus being backward compatible as much as possible. Such
requirements are particularly strict for sG networks, in which the use of mmWave requires a
dense BS deployment, leading then to very frequent handovers.

To the purpose of addressing the above vulnerability and meeting the necessary security re-
quirements for cellular communications, BARON aims to provide a mean to the UE to verify
the legitimacy of the BS it is connecting to, thus defending against FBS attacks. In order to
accomplish this objective, BARON relies on the Chain of Trust that is established by the UE
with the serving network through the AKA procedure. Hence, in developing BARON we in-
troduced the concept of Closed Trusted Entity (CTE), which is that trusted entity of the
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network for which the UE has a valid security context and that acts as a guarantor for legit-
imacy of the BS the UE is connecting to. After connection, the UE expects then to receive
from the BS an Authentication Token that only the CTE could have computed correctly.
Therefore, reception of the correct token proves the interaction of the BS with the CTE, thus
the legitimacy of the BS itself since it shows it belongs to the serving network. We have then
proposed and detailed two possible mechanisms to implement BARON authentication logic.
The proposed methodology, however, does not prevent a UE to connect to a rBS. Therefore,
BARON must also come with a legitimate connection recovery procedure, which, thanks
to a Re-connection Token received by the UE at handover command, enables a victim UE
to efficiently and securely establish connection with a legitimate BS. The logic of the proce-
dure follows the same of the authentication framework. Overall, BARON enables the UE to
(i) determine whether a BS it is connecting to is legitimate or not, and (ii) efficiently recover a
legitimate connection when subject to a FBS attack.

We must further highlights that BARON is the authentication logic, thus the idea of relying
on the chain of trust and use an already trusted entity to authenticate a new one. BARON then
abstracts from the specific implementation mechanism, which can be adapted and designed

according to the needs and constraints of the specific service provider.

In order to evaluate BARON performance, we carried out extensive experiments by im-
plementing a software simulation which replicates a handover scenario where an adversary is
running a FBS attack. The performance evaluation is based in terms of the time overhead in-
troduced during handover, and effectiveness in recovering a legitimate connection in case
of an FBS attack. Our experimental results revealed that BARON introduces an overhead that
is less than 1% of the time required for standard 3 GPP handover completion. This result is
10000x lower than the overhead reported in [12]. Besides, in case of being victim of a FBS
attack, the time taken by a UE to recover connection to a legitimate BS using BARON is of
the same order of magnitude as the time required for handover completion in the absence of
an attack. This proves that BARON fully meets the security and performance requirements

for security solutions in the context of G networks.

Compared to existing current state-of-the-art approach discussed the literature, BARON
offers several advantages. Firstly, it does not require any infrastructure modifications or new
introduction, but rather only necessitates a software update to network entities and UEs, ensur-
ing backward compatibility and minimal adoption efforts. Additionally, BARON is immune
to replay attacks within the considered threat model, and exhibits negligible overhead and re-

source utilization. These qualities position BARON methodology as a secure, efficient, and

66



practical authentication methodology suitable for real-life networks.

In conclusion, this thesis highlights the significance of addressing the vulnerability of cel-
lular networks to FBS attacks and presents BARON as a promising solution. It provides a
concise summary of the research findings, showcases the efficacy of the proposed framework,

and underscores its superiority over existing approaches.
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